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External Security Reviews as the Backbone of Blockchain 
Protocol Security
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Important: 
1. Smart contracts live 

under and extremely 
adversarial environment

2. Security reviews are 
what keep billions in 
assets protected from 
hackers.

3. Better security reviews, 
better fixes, better 
protection





Our Motivation
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1. How to assess the soundness of a vulnerability? 

2. How to assess the soundness of its evidence (a PoC)?

3. To what extent this task can be delegated to AI agents?
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Tool Type Reproducible? Evaluation Dataset

REX [1] Iterative Prompting + 
Foundry

Not Available Compilation + test 
execution (Foundry) + 
Manual Analysis

SmartBugs Curated + 38 
real-world exploit PoCs from 
DeFiHacklabs

A1 [2] Agentic (6 domain-specific 
tools, on-chain execution)

Not Available Profit Oracle VERITE benchmark (36 
real-world contracts on 
Ethereum/BSC)-> a extraction 
from DeFiHackLabs

Quimera [3] Iterative Prompt + Foundry 
(feedback-driven)

Not able to reproduce Manual DeFiHackLabs (informal, 
small-scale)

Related Work

[1] Zeke Xiao, Yuekang Li, Qin Wang, and Shiping Chen. "Prompt to Pwn: Automated Exploit Generation for Smart Contracts." arXiv:2508.01371, 2025.
[2] Arthur Gervais and Liyi Zhou. "AI Agent Smart Contract Exploit Generation." arXiv:2507.05558, 2025.
[3] Gustavo Grieco. "Introducing Quimera: feedback-driven exploit generation for Ethereum smart contracts using LLMs." https://github.com/gustavo-grieco/quimera, 2025.

https://github.com/gustavo-grieco/quimera


PoCo: Vulnerability Report to Exploit
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Task: generate a PoC that exploits vulnerability with passing assertions
Tools: smart contract compilation & test, read, write grep, todo



Methodology

7



PoC Evaluation
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PoC Evaluation
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WELL- FORMED (RQ1) LOGICAL CORRECTNESS (RQ2)



PoC Evaluation

Generated PoC

Vulnerable 
contract

PoC Compiles?
Contains assertions?
Assertions pass?

Any check fails

ILL-FORMED
PoC

Developer patch serves as the correctness oracle, assuming a reliable patch.

contract Exploit {
  function run() external {
    
IVault(target).withdraw(
      type(uint256).max);
  }
}

WELL- FORMED (RQ1)

SOUND (RQ2)

WELL-FORMED
PoC

All checks pass



PoC Evaluation

Generated PoC
Patched codebase
Re-run the same PoC

FAIL
LOGICALLY 
CORRECT

At least one
assertion fails

PASS

Does not compile

INCORRECT
PoC

INCONCLUSIVE
(manual review)

All assertions still pass

Developer patch serves as the correctness oracle, assuming a reliable patch.

contract Exploit {
  function run() external {
    
IVault(target).withdraw(
      type(uint256).max);
  }
}

LOGICAL CORRECTNESS (RQ2)

WELL-FORMED
PoC



PoC Evaluation
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CORRECT

At least one
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Any check fails

ILL-FORMED
PoC
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Does not compile

INCORRECT
PoC
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(manual review)

All assertions still pass

Developer patch serves as the correctness oracle, assuming a reliable patch.

contract Exploit {
  function run() external {
    
IVault(target).withdraw(
      type(uint256).max);
  }
}
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PoC

All checks pass

LOGICAL CORRECTNESS (RQ2)



Proof-of-Patch
Manually curated real-world smart contract vulns
23 samples across 15 projects from 2022-2025

Each sample:
1. Vulnerability description
2. Vulnerable codebase
3. Scoped patch
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Proof of patch 
dataset



Curated Security Patches
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Moves function call 
before a transfer

Adds invariant check 
to prevent fake asset 

Update internal state 
before reading balances



Baselines vs. PoCo
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Baselines Models

Models: Sonnet 4.5 · OpenAI o3 · GLM 4.6, each with all three approaches
Budget per PoC: $3 or max 10 smart-contract tool calls

● Sonnet 4.5

● OpenAI o3

● GLM 4.6 

zero shot



Results
In short
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PoCo improves logical correctness across all models 
over non-agentic baselines
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Logically Correct PoC: Price Oracle Manipulation (Basin DEX)

• Vulnerability: shift() changes Basin’s asset balances 
without updating its price feed

• Exploit: An attacker can manipulate Basin’s price data 
and steal funds from protocols that trust it
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Update the price feed before 
reading new balances.

Patch

PoC Balances changed

The price feed 
receives manipulated 

balances

No oracle update

claude sonnet 4.5



Do PoCs fail for the right reason?

• Patch failure alone could be incidental breakage.
• We check if PoCo exploits the same vulnerability as auditor-written PoCs.
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Subset: 
PoCo with 
Sonnet 4.5

(6 samples)



PoCo exploits the same vulnerability as the auditor
• All 6 examined cases exploit the same vulnerability as the auditor-written PoC
• Failing exploit:

• (1) the patch invalidated the exploit assertion or 
• (2) blocked the exploit operation
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Patch-based evaluation provides strong evidence of genuine exploitation.

(1)

(2)



Discussion
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How does the patch based oracle compare?
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Oracle Evidence of exploitation Limitation

Task-specific (PoCGen) Expected symptom occurs May succeed for wrong reason

Profitability (A1) Attacker gains value Misses non-profitable exploits

Assertion-based (REX) Generated Foundry test passes Requires manual correctness validation

Patch-based (PoCo) Vulnerable ✓  /  Patched ✕ Requires trusted scoped patch

EVMbench uses PoCs to evaluate patch correctness (reverse direction). See also Bobadilla, Jin & Monperrus, TSE 2025.

Simsek et al., “PoCGen: Generating Proof-of-Concept Exploits for Vulnerabilities in Npm Packages,” FSE 2026, doi:10.1145/3808178.  
Gervais & Zhou, “AI Agent Smart Contract Exploit Generation,” FC 2026.
Xiao et al., “Prompt to Pwn: Automated Exploit Generation for Smart Contracts,” ACISP 2026, pp. 445–473.  Wang et al., 
“EVMbench: Evaluating AI Agents on Smart Contract Security,” ICML 2026 (PMLR 306).

Patch-based evaluation needs no vulnerability-specific success condition.
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Trusted well-scoped patches provide a strong oracle 
for exploit correctness 



Summary

Contributions:

• PoCo, an agentic blueprint for smart contract PoC generation
• Proof-of-Patch, a manually curated smart contract vulnerability benchmark
• Patch-based evaluation methodology for logical correctness
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Proof of patch 
dataset

Trajectories & 
PoCs (!)Trusted well-scoped patches provide a strong oracle 

for exploit correctness 


