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How we evaluated an agentic exploit generator 
for smart contracts
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Motivation
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Why PoCs?
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A Proof-of-Concept is executable evidence of exploitability

Uncertain 
vulnerability 
reports

Real-world 
exploitationPoCs



Smart Contract PoCs
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1. Set up: deploy contracts, fund wallets, 
configure exploitable state

2. Trigger: execute bad sequence 
exploiting a flaw

3. Assert: verify a security violation 
occurred
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Real PoCs require substantial setup 

multi-contract setupstate setup, e.g. 
balance seeding

precise call ordering

Until recently, PoC creation 
was manual and requires 

domain expertise

correct trigger



PoCo: Vulnerability Report to Exploit
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Runtime oracle = assertion success
..but passing tests are not correctness!
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How to faithfully evaluate logical correctness of 
generated PoCs?
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Patches as a 
correctness oracle
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A post-hoc patch-based evaluation
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contract Exploit {
  function run() external {
    IVault(target).withdraw(
      type(uint256).max);
  }
}

Apply 
developer 

patch

Execute in 
vulnerable 

version

PASS

FAIL

FAIL

PASS

CORRECT
PoC

INCORRECT 
PoC

ILL-FORMED
PoC

Assumption: The developer patch mitigates the vulnerability



Proof-of-Patch
23 manually curated real-world smart contract 
vulnerabilities

Each sample contains:
1. Vulnerability description
2. Vulnerable codebase
3. Minimal patch
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Why do we trust the patches?
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1. DEVELOPER-ACCEPTED

2. MINIMAL SECURITY FIXES

● Created / reviewed by core devs 
● Merged as the security fix

● Isolate vulnerability fixes
● No arbitrary bundled changes

We aimed for a small 
but high-quality 

manually curated 
dataset.



Curated Security Patches
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Moves function call 
before a transfer

Adds invariant check 
to prevent fake asset 

Update internal state 
before reading balances



Price Oracle Manipulation  (Basin #091)

• Vulnerability: shift() changes Basin’s asset balances 
without updating its price feed

• Exploit: An attacker can manipulate  Basin’s price data 
and steal funds from protocols that trust it
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Update the price feed before 
reading new balances.

PATCH

POC Balances changed

The price feed 
receives manipulated 

balances

No oracle update

claude sonnet 4.5



Evaluation Results
In short
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Baselines
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➔ Zero-shot LLM: single prompt, no iteration, 
no tool access

➔ Workflow LLM:  LLM in a fixed, 
predetermined loop (compile, fix, test)

Models

➔ Claude Sonnet 4.5 (frontier coding)

➔ OpenAI o3 (reasoning)

➔ GLM 4.6 (open weights)

Resource limits: maximum $3 per task, or 10 smart contract tool calls



Logical Correctness
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Manual validation:

6/6 manually assessed PoCo exploits matched semantics of auditor ground truth exploit 
(no memorisation observed)

PoCo improves logical correctness across all models over non-agentic baselines

shot

Per-model 
results

Solved cases (union across models):

• Zero-shot: 2 / 23
• Workflow: 9 / 23
• PoCo: 17 / 23



Manual Evaluation
Did patch-failing PoCs exploit the same bug as auditor PoCs?

• Result: 6 / 6 matched auditor exploit logic
• Failure: (1) exploit assertion no longer holds, or (2) exploit operation is no longer possible
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Manual analysis confirms patch failures reflect the intended exploit, not arbitrary breakage (on a subset)



Discussion
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Failure mode: Incomplete Reach
Issue: PoC reaches patched code, but does not demonstrate the security violation.

Risk: False positive–oracle marks as correct

Step A Step B Step C
Trigger

Vulnerability 
exploitation 
requires 
three steps

Step A Step B Step C
Trigger

Exploit PASS
PoC only 
shows two of 
three steps

PoC never triggers 
vulnerability
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Failure mode: Incomplete Reach
Issue: PoC reaches patched code, but does not demonstrate the security violation.

Risk: False positive–oracle marks as correct

Step A Step B Step C
Trigger

Patch at 
Step A

Step A Step B Step C
Trigger

PoC fails 
after patch

Exploit FAIL

Incorrect positive 
verdict

This is a real false-positive risk. Still, with minimal patches, we 
hypothesize reaching patched code is meaningful evidence.
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Alternative oracle designs
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Signal type Online? Strength Limitation

Task-specific (PoCGen) Observable symptom Yes Guides generation May pass for wrong reason

Profitability (A1) Net balance change Yes Hard to fake Misses non-profitable vuln

Assertion-based (REX) Foundry assertion No Easy to automate May not align with the vuln

Patch-based (PoCo) 
(EVMBench*)

Behavioral diff No Encodes causal change Requires minimal trusted patch

*reverse: PoC validates patch. See also “Do automated fixes truly mitigate smart contract exploits?” Bobadilla, Jin, Monperrus, TSE 2025.

Patch-based oracles give up online guidance, but works well across vulnerability types

Simsek, Deniz, Aryaz Eghbali, and Michael Pradel. "Pocgen: Generating proof-of-concept exploits for vulnerabilities in npm packages." arXiv:2506.04962 (2025), 
Gervais, Arthur, and Liyi Zhou. "Ai agent smart contract exploit generation." arXiv:2507.05558 (2025), Xiao, Zeke, et al. 
"Prompt to pwn: Automated exploit generation for smart contracts." arXiv:2508.01371 (2025), Wang, Justin, et al. "EVMbench: Evaluating AI Agents on Smart Contract Security." arXiv:2603.04915 (2026)

Oracle choice determines what “correct” means.



Conclusion
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Summary

Takeaway: High-quality security patches provide a strong oracle for PoC correctness 
in the smart contract domain

Contribution:

• PoCo: an agentic blueprint for smart contract PoC generation
• Proof-of-Patch: a benchmark and patch-based evaluation methodology for logical 

correctness

Thanks to 
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