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Motivation
From reports to evidence
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PART 01
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How to know which bug reports are important?
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??
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How to make it actionable?
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A Proof -of-Concept is executable evidence of exploitability.

We study PoC generation in the smart contract domain

• Safeguarding  money

• Publicly accessible code
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Manual PoC Creation

Vulnerability Reports

PoC creation is manual and requires domain expertise
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Smart Contract PoCs
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Written as a Foundry test and runs against the real contract codebase, before deployment.
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Can frontier agentic LLMs generate semantically meaningful smart 
contract PoC exploits for us?



PoCo
Agentic architecture 
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PART 02
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PoCo: from vulnerability report to working exploit
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Input:
vulnerability 

description

Output: 
executable 

PoC
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smart contract compile

smart contract test

read write

edit todo

glob

grep

Agentic Architecture

Action space

• Codebase exploration

• Task planning

• Smart contract tools
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Demo
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#091 Basin

The contract updates 
token reserves but 
forgets to update the 
price oracle.

Anyone reading the 
oracle sees a fake price.



Evaluation
Methodology · Results
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PART 03



Vivi Andersson vivia@kth.se · March 10th 2026

Research Questions

1. Can PoCo generate well- formed PoC exploits? 

• → Compiles & passes

2. Can PoCo generate logically correct PoC exploits?

• → patch -based evaluation

3. How do annotation details affect the results? 

• → vary level of description detail
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Proof-of-Patch Dataset

➔ 23 real -world vulnerabilities from verified security 
audit reports

➔ Confirmed, high - impact, each with a developer -
accepted mitigation patch
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Confirmed 
vulnerability

Developer -accepted patch

Natural - language 
description

Proof-of-Patch
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How to evaluate correctness of generated PoC?
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Patch-based validation: The developer patch is the correctness oracle.

→ If it breaks the exploit, the PoC was triggering the vulnerability.
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Baselines
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➔ Zero-shot LLM: single prompt, no 
iteration, no tool access

➔ Workflow LLM: LLM in a fixed, 
predetermined loop (compile, fix, test)

Models

➔ Claude Sonnet 4.5 (frontier coding)

➔ OpenAI o3 (reasoning)

➔ GLM 4.6 (open weights)

Resource limits: maximum $3 per task, or 10 smart contract tool calls
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RQ1: Well-formed PoCs
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Sanity check: does PoCo produce syntactically valid, compilable 
exploit code? How does it compare to simpler baselines?

Well-formed PoCs (of 23)

Zero-shot Workflow PoCo

3 (13%) 16 (70%) 22 (96%)

Union across 3 models

Zero-shot failure 
modes are simple. 
Iteration with 
execution feedback 

is important.

Takeaway. 22 of 23 (96%) 
PoCo PoCs are well - formed.
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RQ2: Are they logically correct?

➔ PoC must PASS on vulnerable and FAIL on patched version
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Well-formed ≠ correct. Does the PoC actually exploit the vulnerability?

Takeaway. 17 of 23 (74%) PoCo PoCs are logically correct.

Manual analysis. 6 out of 6 cases where auditor PoCs existed, PoCo 
produced semantically equivalent exploits.

Logically Correct PoCs (of 23)

Zero-shot Workflow PoCo

2 (9%) 9 (39%) 17 (74%)

Union across 3 models

Workflow baseline. 

Excessive mocking leads to PoC 
still passing on patched code.
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#091 Basin: Token reserves manipulated without updating price 
oracle
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…

PoCo with Claude Sonnet 4.5
Reconnaissance → Initial Exploit Writing → Compilation Debugging 

→ Test Assertion Refinement → Logically Correct PoC



RQ3: What about input sensitivity?
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Three Levels of detail
➔ High-level: minimal ‘what’ and ‘where’ info

➔ Detailed: technical description of vulnerability

➔ Procedural: step -by -step natural language 
exploit description

We rerun RQ2 protocol with Claude Sonnet 4.5. 

high - level < detailed < procedural

Takeaway: 
● high - level information rarely enough.

● Technical description of what is broken seems sufficient.
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#077 AI Arena: Over-specified annotations can hurt
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Insight: The agent has its own agentic strategy. Rigid step -by -step instructions can conflict with 
success.



Lessons Learned
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PART 04

Discussion · Conclusion
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Agentic autonomy enables PoC exploit generation
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Insight: GLM 4.6 with PoCo outperforms zero -shot o3 and zero -shot Claude. 
Autonomy matters more than model capability.
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Beyond smart contracts

➔ Environment: the agent needs to be able to interact with and observe the target system 
in its vulnerable state

➔ E.g., run a simulated deployed blockchain

➔ Task verifier: an automated way to confirm the output is correct, without a human

➔ E.g., compilation and test passing verify well - formedness
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To apply agentic exploit generation in domain “X”, you want a faithful target environment 
and automated verification of exploit success



Conclusion

➔ Bug discovery is accelerating and demonstrating 

exploitability is increasingly important
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Link to paper 
(arxiv )

Can frontier agentic LLMs generate semantically meaningful smart contract PoC 
exploits for us?

YES!
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