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• Open Code, Open Targets 
→ Adversaries can inspect and identify 
vulnerabilities

• Irreversible Actions
→ Exploits are permanent; no rollback

• High Stakes
→ Secures critical infrastructure and 
billions in assets

Smart contracts are consistently hacked, leading to loss of finances and trust



• DPRK systematically targets smart contracts as part of cyber operations [1]
• 2024: $1.34 billion stolen [2]
• 2025: > $2B [1] of which $1.5 billion in single Bybit hack 
• UN reporting: Proceeds fund WMD & ballistic missile programs [1, 3]
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[1] Multilateral Sanctions Monitoring Team (MSMT). The DPRK’s Violation and Evasion of UN Sanctions through Cyber and Information Technology Worker Activities. MSMT, 2025,
[2] Chainalysis. "Crypto Hacking: $2.2 Billion Stolen in 2024 but Hacked Volumes Slow in Second Half." Chainalysis, 2025, https://www.chainalysis.com/blog/crypto-hacking-stolen-funds-2025/

DPRK’s Blockchain Cyber Operations
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Validated 
Vulnerabilities 

(PoC)

Manual PoC Creation

Vulnerabilities 
Identified

In smart contract audits, PoCs are essential: they validate vulnerabilities, 
demonstrate exploitability, and drive patch prioritization.

Without a PoC, 
vulnerability 

reports remain 
unvalidated, 

making their true 
impact difficult 

for protocol 
developers to 

assess.

Audits depend on 
human expertise, 

but auditors 
prioritize 

discovery over 
creating PoCs, a 
process that is 

slow and 
expertise-heavy.



PoCo
Agentic Smart Contract PoC Exploit Generation



PoCo: Agentic PoC Generation
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PoCo generates executable vulnerability PoCs from human-written 
vulnerability descriptions



Smart Contract PoC Exploit
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Executable PoCs = verifiable vulnerability findings



PoCo: Architecture

LLM augmented with tools, acting 
in ReAct loop

• Basic tools: Codebase 
exploration

• Planning tool: task breakdown

• Smart contract tools: task goal 
feedback
• Executed in sandboxed env
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Demo! 



Evaluation
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Research Questions

RQs
1. Can PoCo generate well-formed PoC exploits?

We asses whether the PoC compiles and that the assertions pass

2. Can PoCo generate logically correct PoC exploits?

We report whether the exploits are mitigated by the ground-truth patch

3. How do annotation detail affect the results?

We vary the level of detail on the annotations and report their logical correctness
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Testing PoCo on Real-World Vulnerabilities
Proof-of-Patch
• 23 real-world vulnerabilities from 

manually verified security audit reports
• Patches: developer-accepted ground 

truth

Baselines
• Single-pass prompting
• Workflow prompting (iterative loop)

• Models: Claude Sonnet 4.5, GLM 4.6, 
and o3

• Limit generation: $3 USD or 10 tool 
calls
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Dataset: Proof-of-Patch



PoCo Generates Well-formed & Logically Correct PoCs
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Workflow
8/23 Logically correct

PoCo
14/23 Logically correct

RQ1: Well-formed PoCs RQ2: Logically correct PoCs

Result: PoCo generates executable, verified exploits 

Prompting
8/23 Logically correct



Trajectory: Price Oracle Manipulation in Basin DEX

1. Reconnaissance (rounds 1- 25)

2. Initial Exploit Writing (round 26)

3. Compilation Debugging (rounds 27-46)

4. Test Assertion Refinement (rounds 47– 58)
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Trajectory PoCo:Claude Sonnet 4.5 — Basin PoC (#091)  Assistant (seq. 
3): “I’ll analyze the vulnerability and create a PoC test. Let me start by 
examining the vulnerable contract and the vulnerability description.”  Tool 
(seq. 29): ‘forge test‘ aborts with Error7576 — ‘console.log‘ used without 
importing ‘forge-std/Test.sol‘.  Assistant (seq. 42): “I see, the IPump 
interface only has update, not read. Let me fix the TrackingPump.”  Tool 
(seq. 49): Test suite run: two passes, 
test_exploit_sync_oracle_manipulation still fails because the oracle 
assertion expects post-swap reserves.  Assistant (seq. 56): “The issue is in 
line151 — the pump receives reserves before the swap adds to them. I’ll 
adjust the assertion to compare with reservesAfterSync.”  Tool (seq. 63): 
Final ‘forge test‘ succeeds — all three tests now pass, validating the 
oracle-manipulation PoC.

PoCo: I’ll analyze the vulnerability and 
create a PoC test. Let me start by 

examining the vulnerable contract and 
the vulnerability description.

test_exploit_sync_oracle_manipulation still fails 
because the oracle assertion expects post-swap 

reserves. The issue is in line151 — the pump receives 
reserves before the swap adds to them. I’ll adjust the 

assertion to compare with reservesAfterSync

‘forge test‘ aborts with Error7576 — ‘console.log‘ used without 
importing ‘forge-std/Test.sol‘. 

[2PASS 1 FAIL]

PoCo: I see, the IPump interface only has update, 
not read. Let me fix the TrackingPump.  Tool (seq. 

49): Test suite run: two passes, 

[3 PASS]



Takeaways
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1) PoCo automates the PoC creation bottleneck: 
transforming vulnerability descriptions into 
executable exploits

2) Validates vulnerability reports: gives protocol 
developers concrete evidence to assess true 
impact and prioritize patches

3) Outperforms traditional ML baselines

Validated 
Vulnerabilities 

(PoC)

Manual PoC Creation

Vulnerabilities 
Identified


