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Offensive Security with Machine Learning

The Cyber Kill Chain as a Lens

1 Reconnaissance

2 Weaponization

3 Delivery

4 Exploitation

5 Installation

6 Command & Control 
(C2)

7 Actions on Objectives

[1] “Cyber Kill Chain®,” Lockheed Martin. Accessed: Sept. 07, 2025. https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html 3
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Black Hats: Signals from LLM Providers

[1] Google Threat Intelligence Group, “Adversarial Misuse of Generative AI,” Jan 2025. https://cloud.google.com/blog/topics/threat-intelligence/adversarial-misuse-generative-ai
[2] OpenAI, “Disrupting malicious uses of AI: June 2025” https://openai.com/global-affairs/disrupting-malicious-uses-of-ai-june-2025/
[3] Anthropic, “Threat Intelligence Report: August 2025” https://www.anthropic.com/news/detecting-countering-misuse-aug-2025

Weaponization, Delivery,  
Installation

..., C2 & Actions on Objectives

..., Reconnaissance, Exploitation
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White Hats: Hackbots for Bug Hunting

* across humans and “collectives” for metric “Impact” (Sep 07 2025)
[4]  Waisman, Nico, “XBOW - The road to Top 1: How XBOW did it.” June, 2025. https://xbow.com/blog/top-1-how-xbow-did-it

● Black-box real-world production 

environments
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● XBOW [4] Top 1 HackerOne hacker  in 2025*

Reconnaissance, Weaponization, 
Exploitation…

https://xbow.com/blog/top-1-how-xbow-did-it
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Frontier AI Lowers Barriers to Hacking

We allow the usage of large language models (LLM) or "artificial 
intelligence" tools such as ChatGPT while pursuing flags in the cyber range.
LLMs may provide guidance and rationale regarding various topics 
related to ethical hacking. Be aware that solutions such models provide 
may not actually work. However, critically reviewing and troubleshooting LLM 
suggestions can be educational in and of itself. [5]

[5] “KTH, “FEP3370 Advanced Ethical Hacking 8.0 credits” ”https://www.kth.se/student/kurser/kurs/FEP3370?l=en
[6] “Anthropic, “Threat Intelligence Report: August 2025”. https://www.anthropic.com/news/detecting-countering-misuse-aug-2025

Most concerning is the actor’s apparent dependency on AI - they appear 
unable to implement complex technical components or troubleshoot 
issues without AI assistance, yet are selling capable malware
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But I Thought LLMs Can’t Generate Exploits…
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Three Paths to Weaponizing LLMs
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But I Thought LLMs Can’t Generate Exploits…

Main techniques:

1. Prompt Jailbreaking – manipulating input to override restrictions 🔓
2. Training Uncensored Models – with malicious data 🛠
3. Model Abliteration – removing/refining safety layers ✂
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Reality check: Guardrails exist, 
but are easy to bypass
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1. Prompt-based
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https://redarena.ai/
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2.   Training Uncensored Models

[7] Wormgpt: a large language model chatbot for criminals. In 2023 24th International Arab Conference on Information Technology (ACIT), pages 1–6. IEEE, 2023.
 Z. Lin, J. Cui, X. Liao, and X. Wang, “Malla: Demystifying Real-world Large Language Model Integrated Malicious Services,” USENIX Security Symposium, vol. 33, Aug. 2024.

WormGPT: 
Malware and Phishing Attack Creation 

11

WormGPT: 
Malware and Phishing Attack Creation 



Offensive Security with Machine Learning

3.   Model Abliteration (Uncensoring Models)

✂ How it works:

removing/refining 
safety layers
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Publicly Available Uncensored Models

Black hats are using such 
models intended for 

legitimate use [9]

[8] “Models - Hugging Face.” 2025. https://huggingface.co/models
[9] Z. Lin, J. Cui, X. Liao, and X. Wang, “Malla: Demystifying Real-world Large Language Model Integrated Malicious Services,” USENIX Security, vol. 33, Aug. 2024.

More than 4K abliterated 
models publicly available 

on Hugging Face [8]

13

https://huggingface.co/models


Offensive Security with Machine Learning

[9] Z. Lin, J. Cui, X. Liao, and X. Wang, “Malla: Demystifying Real-world Large Language Model Integrated Malicious Services,” USENIX Security, vol. 33, Aug. 2024.

Public LLM 
APIs

Training 
Uncensored 

Models
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LLM double-use continues to be relevant despite 
modern LLM guardrails
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AI in the Offensive Workflow
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Offensive Security with Machine Learning

The Cyber Kill Chain as a Lens

1 Reconnaissance

2 Weaponization

3 Delivery

4 Exploitation

5 Installation

6 Command & Control 
(C2)

7 Actions on Objectives

[1] “Cyber Kill Chain®,” Lockheed Martin. Accessed: Sept. 07, 2025. https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html 17

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
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AI Agents & CTF Testbeds

● “Agentic”→ Iterative (reasoning) LLMs with tools

● CTFs: Important training ground for human pentesters [11] Now also for machines!

○ Why? Flags give “perfect” external verification → reduces FPs

[11] A. Happe and J. Cito, “Understanding Hackers’ Work: An Empirical Study of Offensive Security Practitioners,” in 31st ACM FSE, Nov. 2023,  doi: 10.1145/3611643.3613900.
[12] T. Abramovich et al., “EnIGMA: Interactive Tools Substantially Assist LM Agents in Finding Security Vulnerabilities,” June 05, 2025. doi: 10.48550/arXiv.2409.16165.
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Static, dynamic 
analysis tools
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1. In-vitro Tasks

73% on 11 real-world CVEs when humans provide strategic subtasks

20[13] Gioacchini, Luca, et al. "Autopenbench: Benchmarking generative agents for penetration testing." arXiv preprint arXiv:2410.03225 (2024).

index.php?page=..././..././..././etc/passwd

● Acs as simplified baselines

"shared_secret=9318623137085767
58946889248885256118393650079
42906827047897446307319768844
45629257595473604146022118234

65131493000…”
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2. Single-host CVEs 

73% on 11 real-world CVEs when humans provide strategic subtasks

21[13] Gioacchini, Luca, et al. "Autopenbench: Benchmarking generative agents for penetration testing." arXiv preprint arXiv:2410.03225 (2024).

CVE-2024-36401: Server-side RCE in 
Geoserver through XPath code injection

Reconnaissance

Detecting the 
vulnerable service

Finding & configuring exploit
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Post-Breach Assessment
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Multi-host Enterprise Network Exploits (AD)

[14] Happe, Andreas, and Jürgen Cito. "Can LLMs Hack Enterprise Networks? Autonomous Assumed Breach Penetration-Testing Active Directory Networks." 
arXiv:2502.04227 (2025). 23

Exploiting Microsoft enterprise  
user management systems 

(Active Directory)

LLMs can pivot across attack 
domains (e.g., network AD 

attacking → web audit)

LLMs can 
perform lateral 

movement
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Vulnerability Research



Three Vulnerabilities found by 
AI Systems
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1. Use-After-Free (CVE-2025-37899) 

[15] Sean, Heelan, “How I used o3 to find CVE-2025-37899, a remote zeroday vulnerability in the Linux kernel’s SMB implementation,” Sean Heelan’s Blog 
https://sean.heelan.io/2025/05/22/how-i-used-o3-to-find-cve-2025-37899-a-remote-zeroday-vulnerability-in-the-linux-kernels-smb-implementation/

LLM Prompting 

● SMB communication protocol for file sharing in kernel-space

● 12k LoC context

● Triggering execution path in natural language

26

Use after free in Linux 
Kernel SMB
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2.    Stack Buffer Underflow

● Agent with debugger tool running SQL queries

● Variant analysis: Look for other triggers for to  bug-fix

[16] Google Project Zero, “Using Large Language Models To Catch Vulnerabilities In Real-World Code”,. Nov 2024.
 https://googleprojectzero.blogspot.com/2024/10/from-naptime-to-big-sleep.html 27

Google Project Zero 
“Big Sleep” Agent

Undiscovered after 
150 CPU hours of 

fuzzing (AFL)

Writes to buffer using 
negative index → 
corrupts pointer 

variable → 
dereferencing corrupted 

pointer

“Exploitable” Stack BU

https://googleprojectzero.blogspot.com/2024/10/from-naptime-to-big-sleep.html
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3.    Authentication Bypass (CVE-2024-50334)

[17] Waisman, Nico, “XBOW - How XBOW found a Scoold authentication bypass.” Nov, 2024.  https://xbow.com/blog/xbow-scoold-vuln

Authentication Bypass
 →  Arbitrary File Read

JAR disassembly

API endpoint probing

Fuzzing

Disassembly analysis

Exploit generation

28

https://xbow.com/blog/xbow-scoold-vuln


A Note on their Autonomy
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Autonomy

Human executes 
commands given by 

LLM

Human provides 
strategic subtasks

Human verifies 
agent’s findings 

Fully autonomous [18]

[18] “ATLANTIS: AI-driven Threat Localization, Analysis, aNd Triage Intelligence System,” Team Atlanta. https://team-atlanta.github.io
30
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Case Study:
Automating Smart Contract Exploit PoCs

Step 2: Weaponization

31
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Smart Contracts: A Recap

✅  Autonomous

📖  Transparent

⛓  Immutable

32



Offensive Security with Machine Learning

An Extremely Adversarial 
Environment

1. Open Code, Open Targets → 

Anyone can inspect and exploit 

vulnerabilities

2. Irreversible Actions → Mistakes 

or attacks are permanent

3. High Stakes → Valuable assets 

make contracts prime targets

33
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Using AI to ease the 
construction of Smart 
Contract PoC exploits 
before deployment

2025-06-12 35
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Vulnerable 
Smart 

Contract(s) 

Execution 
Environment

PoC Exploit
File Writer

Security Audit 
Annotations in 

Natural Language

Docker 
Compile

Docker Test

Multi Agent 
system

TOOLS

36

Tool Design



DEMO

������������
������������

������������
������������37



2025-09-11 Sofia Bobadilla, Vivi Andersson

1 2 3

What Now?
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$ exiting…

AI is part of the offensive workflow;

1. LLMs are already enabling black hats
2. White hats can (and already are)  leveraging AI 

And so can you
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